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[000 1] 

- * & iioyr— $ <£ t>TsJgS-e<£ffl S^St* 
¥2)iay7 L yyo)a\d-7n'r'7 hJimizfflL. &lz 

IEEE 1 3 94i/ UT^^&^Wfgfl^.ttfM:/ 
[0 0 0 2] 

^^l/k'-r^^V-^ -fey f> hy^/Ky^X, T 

[0 0 0 3] ;Wi(7)ifWt flOttf.DVD (Di 
gital VersatileDisk) &ClF?f £;tl 

[0 0 0 4] T r ^^;Un>-?>^tt-|g{CMPEG2 h 20 

fBS»f*:*\ {3§^&iIbT^JgG2!'b*l<5o MP 
EG2lC«fc&8F3-{fctt, HRi:, ^*tC*t-T€.|B^B#P B T 

[0 0 0 5] z.<D&$te : 7 : V9)i>ny ; ryyoym 30 

-CO 0 0 6] CPTWG (Copy Prot 

ection Technical Wo r k i n g G 
roup) Xit. ^J]&*74TT—9<D&£lZliffc& 
iktikftCDAxJ y $-7 x^ Xt^S I EEE 1 3 9 4 

tit (KkTs I E E E 1 3 9 4 h&fl5<k# 

-rs) <z?»D£f^iijWi«>«3n-c^s. 40 

[0 0 0 7] IEEE1 3 94J/'J7;i//Ufct, 
;i/t*5=^^l>—V^ t>vhN^^V^^ TV, z^- 
V > tTo. - £ o4' <*#;1«:ft(7)AX -Y > $» - 7 

7TViS3y£, TJVVU-f^ "dr'JyWnyCD'l 

tlh^is : *>J\sZl y"ry VO) 0 T)\s$ A AfEBStfnT 50 



[0 0 0 8] I EEE1 3 943t:-^P-r-{7 hft«f 

(i, &BBi»ff^fl:2f apff^-ffc^ft a ay «fc < ftj 

^nfcBff^ffc^Phn^Srffl^&ittCfcy. IEEE 
1 3 9 4fyy7;i/Ax£/ r LT^£;Ut*5 = :*:/b- 
■V, -fe<!/ S hy^/tfy^;*, TV, A-V^;ld>tf:x 

- * * ifaragra-egw-as l £ tta^ ' * > ^> */ 
s. 

[0009] 

IEEE1 3 94J/IJ T^vLhicS&jX&T 1 - £ £0f^ 
•f&ztlZX-gte^o PAT* ztilz-D^ZMfa&ticmW 
[0 0 10] HI 5 {4, IEEE1 3943f-^Dr 

9 hftffi& : t(7)iiii£A-vj-ji=iy¥^--$icmmLf~ 
i&&o>mj8ffie&&. mi 5{cfcfrvn4* A-yj-jizi 

y\Z*.-9 (PC) K hhf^^ (ST 
B) 2, &&Xf'rV9)l>\Z ; r'**i* s 7 (DVC) 3(7)3 
^OM&tf IEEE. 13945/ 'J lO^UT 

[ooi i] z\ti<bA-v-)-)\say¥3L-$ (PC) 

1, t^hh-y^^T. (STB) 2, ft&Xf'ri?* 
^tr^*^ (DVC) 3tt, ftimiEEE13 
9 42/UTJU^l 0t(7)-r>^-7xY^ap{C, W 
« (C i p h e r) , Wlrit%!> (De-Ciphe 

r) , iztii-m^it • m^itmjjntmzft^vmit/ 

U^itffi (De-/Cipher) £*LTO-£>o 
[0 0 12] IEEE1 394J"J7;i/;U 

1 0&/M,T^Wil§|tC7 r ^^;i/3>5 : ->^(75j||{f&^T 
■5»7 s ya';i/tr7 I **^7 (DVC) 3{CoV^T(4»ir^fb 
(Cipher) ffmtbtU IEEE13942/U 
7;kUl 0Sr/hUTflfeZ)»»i:a)ra'e7 s 2;^;U3>7 : - 

yyom$:mzftoA-vj-)\s^y¥x--5> (PC) i 

J3Wt7hh^/K>^X (STB) 2tCoirvrttBff 
#fb/(K^bW (D e -/C i p h e r) ^^'btlT 

[0 0 13] zit 0 -^^^ h^Sfe^^-'Un^^ 
>^tt-^(7)jifff'J(7)^iC < fcoTWfb^n^fCl E 
EE 1 3 9 A-yVTJW^l 0_t(Cffi^»StU tUM^ 

StLS. CCOcfc-ptCI EEE 1 3 9 4*/V7)\,rfXl 0 
±tZ$Htl&7 : -2*m j %ltir&Z\£lZ£V, IEEE1 
3 9 4^U7;b;UlO ±tC8fE*l & 5=- * rt^IEfC 3 fcT 
-^tlT^^n^jEStCS^tLT U * O ' «t §:(5&lh-r 

[00 14] A-V^3>f^.-^ (PC) HC&O 
m^it/'&mtffl (D e -/C ipher) ti. 
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EbfuDcfc o iZ. PC 1/^2 0&£(7)Z/7.'r/±A7,£ I 
EEE1394S/ U7;U^\X 1 0 fcWPflSrJR^lniJCo* 
<'l 3 9 4 7<JyV6!*Uzm-rt>nZ> 0 £*UCJ:*J» P 
C I rU2 OiJcliBff^-fb^-^JiSfcfi-r, 

[0 0 15] riJZJl^jrtiX? (DVC) 3£/L« 
t^hh-y^n (STB) 2/)^IEEEl 39 

(P C) 1 tC^^ft-SBf^-fb^-^i 1 3 94-/U>y 

s> 6 (c^o-c¥Atc(S[^fbstifc^ pci At* 2 o± 

<7)CPU4^MPEGT3-^5Cgibni>„ PISHC, 
CPU4WP EGf3-if5*bt5/ h 
7, (STB) 2tC^#;i^t*n>^>y£jg{it-£<5: 
P-C I;U2 0_ttf)¥3fc#l 3 9 4^"U^^6K: 
ioTBffftStlfe^ IEEE1 3 94i/'J7^U 
1 0_BCj£U£fi2*l&o 

[0 0 16] 1 3 9 4 ^ 'J y S> 6 tCBfr^ft 

/&WefflBk*mtZ>^ PCi;^2 0o*-^7 
-*^^&*0>i;3Ufg$*5£fctt^£*>J^ PC 
1^2 OtttBf^fb^P^feT'-^ (Plain 
Contents) tfBfctiT 0 tf-RjBi: 

[0 0 17] 1 3 94^U-^6 tCWHHb/«# 

YbawESraaw-fca 1 5 ©a- v > t^.- 3? ic** \ 

;b«c-?-(7)^tg^E^rL-;i/^se> z t z> p y^-y 

-) zftm-tzt^^f^mzno z k.nmmt.&&. 
>r->y (-0(7)^3 tr-RT, ntr-^, ntr-^u 

-) &fi*;t&c};otC^£&ig#&£<7)&C;tfU DVD- 
RAM^H DD&if<7)* h U-^yWyUi— ®<Z>*:3 

bf— wcozi yj-yy t=n£—yv —omyj-yy x^tstfk 

PCI via 20(CPlain Contents rtWl 

^o^y^-yyomm, iifSf, ^Pal^iEMSic 

y 6 izm^it/u^mm ^- v y- 

;kP>tf^.-*& I EEE 1 3 9 4$/y7;i//ta_b7>— 
o<Z)«§SfcLT&3bft£. Z(Dtz$>, A-Vi-)iny\Z 
a-^tIEEE 1 3 94i/'J 7JU^;U:0>ffe0>18»i: 

[0 0 18] DVDtT^J&iftCfc^Ttt, 7=^ 
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B\ n£M0k(D=iy7 L yvo)Mmtf#'{j- 5 -y £ icijjy 
#t?-5ctc4^/)^ •zy^-yywmmtfVWWfo&fg. 
\zW>Wz L/3lL/T<' ^<7)T-(£, n y-ryy £ <) tjiz 4 

U.Z%mtZ>Z £ tfX£ 4* < <t t * 9^S^ & 6. 
[0 0 19] *3%Wi*±M(7)mffibZffifrX&£tlt^(D 

x-$> y . v > tf a.- 3? & zvyr-zwmmm. 
fa(DAx±izmn&T^$j\/ay9-yy(7){%m£, 

10 p>^>y<7)0R£|i3I^£ e fcc>jcU -7^3ui/p> 

•7=- *M3$IH;fc<£ tfPJSSfCjlffl £ til> =r tr- -fu t- 

[0 0 2 0] 

saitzfcu-c pmf^t., zo)^A7,iztn : eti^ 

izmmffigggtcDfflX', ttffenbf-^n^^ h*t*(Z) 
[0021] c^-^Ma^atcfe^-ctt, t&zju 

30 a^«)«ffi^yaL-;b**l-Fn<7)-t'>* -7 x-f affile 

ziy^yyitm^it£ftfr&$.$m£tiz>&oiz&V, 
^¥$)iay^yy(D :: FiEzit£—%:Vfi±-t&z.£tfX"g 

x\ m^^v^-^iSLx^imozhi^m^v 

[0022] *fc, ntf-^p^^ bimoyr-foym 

xtm^-zmgmwftcDAxtcvmzmMmcmm. 
^&9mAx4y2-7*4^WL*zh\z&mrrz>z. 

matted -t**d*>, ^-^Ms^srtw^^^' 

50 rL-;i/^fe«7^yy-i/3>^ , P^A^«bI.^>i:> 
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7 s - zmmmmftnmm^is^-Jbtftfflmt xm^m^m^Wr^fmx^^v^jvziy^yv 

[0 0 2 3] &f-, mtt\L--JU7->? VltfMtCDT-Z [0 0 2 7] CKD^-^M^KtC&I^Tli, m^m 

z m^mm^^-Mzit. zoiffim ^^tix^z^^m^tts mgmtifcWr&iz, m 

I^IJ^/WJ^T^ftTfcy. mWtm&Z, i&E ^(D^-ZtiK ECD^o^Wm.CD^V^ JVay^yyx 

[0 0 2 4] Z.(D£olZi/X^AI D&fflO^^ttCck fflUTMB^{lg§#Bf^£#^^g£^£;i,3>^ 
^^rL-;u^{iT*MtC < i t a-r^3i:^'Bl^<h4^. * [0 0 2 8] *I8W(*, rtas^-htcsssfts-r* 

fc, ffi^it2ftf^-$zm^-iti-&tc®i l z<&^&m j % ¥$>iziyTyy(D7FjE^¥-$:ffi±t&£oizmmm - 

cfc y , M^£mmmmmiz&mm^=i--Mzztim$. tt<r-#<Mmtffizsztvz\ ^^^mm-thm 

^&^y-ryy< / zfctitt-o)&.$:TmiLT]3<z\tiz m^&t. S33SBSE¥giJcd:*JEgaEsnfc»^, 
cku> w^L^me^v^-Mz^mt^yryv^u 20 -^M^a^Ms^fF^^ir^-s^e-^P^^ h 

*m^zmm^is^-)\s(DfrtfzcDm^z nits £?i<z mw.izmtw-fz>mmmmm¥-&t. z-cnwmm^zm 

mm^omm^ya.-j^moz.t^x^sziy^yv mLxmE-r-^mm^m.^m^-^mmx^z^y^j^ 

ft^fe7)«^^3.-;i/(C3iftrt-Si4:*«f*L^. Z\<7) 30 [0 0 2 9] i^-^ftyffiSKttCiB^Ttt, ItusBiSfi 

42(Dm^-{tfflm*-*m.LT&<z\tiz£v, ay^y Bj&tix^&ir&tMm&i'tis mm^nr^m^. 7— 

izm j ^it*fmi-?z>z\£firsjmttez> a za&s, xh ^v^jvziy^-yycDm^-tinm^mEm^mz 

«#ft¥Sfck SwB-r-^SStJtffS^o*^ m*m^£tiZ^Z : r¥2)i<ayy L yy(DWmi / zzti? 

[0 0 2 6] rtffl^yLkKSEStiST 5 ^&^^*S^3';U3>7 i >ryfelwfa2ie«fifcb^ 

mmmiz^-zzmm^ZT-zmmgmbz&^x, m tm^-^mmLxmit^ti^, 

saste«st(7)rBT^3tr-^ , D7 L ^ y^^-^om [o 0 3 o] 

fFRl^tiTo^nhf-^p^^ h^cT)^-^^ i:(7) €>/^-v^-;un>tT3.-^ (UT, PCfcffc-fS) fl)^ 

«t -^ft^lro^^^n^T-^'yeifeS^SrfllSIJ-rsW ^AfclBfo^StlT^S. CCDP C IEEE 

^gfc, i©2pj^¥go2p|^M*k:s^«r \x. Htr3BS i 3 9 4 2/ y 200 ZfrLxn-ffioa yy^- 

m^n?ntt&^&^i\jm*-*mz&mimiz x (stb) 12, fs;^;btT^ij^7*fc(iDv* 

^fs-ro^-iH{I^<t> HtffBB^-fL^^F-^fiJfflL/ 50 AP-2" (DVC) 1 3, fcitfT^^Ufcf-rtffc-fe^ 
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(D-VCR) 1 4 k.mm*fffiC#tl&2tlX 

o&o 

[00 3 1] t-yhhy^-^X (STB) 12> f 
VZJl^Xfl*^ (DVC) 13, n&XjTVZfoK 
f^t'^U3-^ (D-VCR) 14(1 ZtlZ'ti 
I EE El 3 9 43tT-^D-r-^haWSr^-h-rS 
I EEE 1 3 9 Ai/'J7J]/A^2 0 0t(D4y 

fTOfgfEMgfl (Authenticator) 12 
1, 13 1. 14 1l:t0tl^„ t^^^>t^ 
WiH^ff&fT^-tr^ h 'VvJaHvt* (STB) 1 2*J 
^tf^^Ubf^^-b^ Kl/n-^f (D-VCR) 1 

/9&ftffl (De-/C i phe r) 1 2 2, 1 4 2/)' 

^rff^^^^tf^^^^ (DVC) 13JCOHT 
(1 BWbffi (Cipher) 13 2 «b*i"C 

[0 0 3 2] PC1K tvhh*;^^ (ST 
B) 1 2, T^JI/h:^***^ (DVC) 1 3, fcj: 
tf^^Utr-T^^-fey Wzi-$ (D-VCR) 14 

mX'I EEE 1 3 9 4 0 0_h&fejH^tL 

[0 0 3 3] PCiKt B^ieii:, PCl;Ul 

oot, ztazmm^nrzmm.(7)wm^^.-)vt^ 

^nv^^^&goSi?^-^ o£U, CPU? 

fa-;H 1 1> tf5^h*fcttf^i';l/TVi(7)f 
3.-^-1 1 3, MPEG2f3-^l 1 5, DVD-R 
AMK^^yi 1 6tCOVvCt±, PCI/UlOOiCO 

fT^^SEMS^P (Authenticator) 111 
4-, 1131, 1 1 5 1,. 1 1 6 lrtWi*VC^£„ 
£*l«a£iSffi*!L38& (Authenticator) 1 
111, 1131, 1151, 1161 (Dtimii., a* 
KHZ. 1 3 9 4 7 s /W^*S4z'iy h VvfU^v^^ 
(STB) 12, ^^l/t^tf**^ (DVC) 1 
3, fccfctf^^btT^-fey hUn-^" (D-VC 

r) i 4a)-tntisib-e*y, T^duioi/^y&flS 

[0 0 3 4] CftfcCPU^a.-;!/! 1 1, 

3.-^-1 1 3, MPEG2f3-^l 1 50>f>^-7 
x>f;*8Wcf±. S«bic, BffJHbSftfcn^r^y (en 
crypted contents) (7)Bi^-fb^^-f 
Sfc«X7>St^bMS:fT-5a^fb«P (De-ciphe 
r) , *fe«Sf^-fbS15 (Cipher) #UW«bftTlr* 
So Bt^bWfc^OTWIPffbW£f#oa\ feSlMi^© 
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So z;m ^-^-l i 3tco^T(ist^-fbgp (c 

ipher) 1 1 3 2 tfKtftbtk CPUtya-^l 
1 l£>J;tfMPEG2-T : P-#"l 1 5(Co^T«^fb 
SB (De-cipher) 1112, 1152#iaw«b 

[0035] CPU€^a-;i/llltt, x'-T^P^p 
-fe'Vb-«hx ^'Jn>hD-7, fcckt>*PCIy^X^'U 

y^fc^a^^sn-asy. fg»i 1 1 1 t.mm 

ffi&i l l 2i*e»R«PC I Axyj^W-HBtbT 

io ffl*at?cifc**-e*s. cpu^^a-M 1 1 

FWJBSEW1 111, Ht^-P^BPl 112, MP EG 2 
^n-^fflSl 1 1 3ttV7 h>)i7^SUTt)fi^. 

[0036] DVD-RAMKW:/1 1 6(iPC 1 1 
<7>*it&8atfg« i: U TBfctt <b tlfc <Z)T?* U , I DE-Y 
>^-7i^X^fcttATAP H>^-7i^Xf& 
/rbTPC I^^l 0 OtC^^tLSo DVD-RAM 

K7-(7"i i 6 ttggga&asB 1 1 6 i(z>*&*ru are 

■fbBP (De-cipher) , Pf^-fb^P (Ciphe 
r) {C00TttRW'«b;fvC0&0. B&^fbSftfc-rS?* 
20 ;l/P>5^>y£lt^bbfc4£%Z)££DVD-RAMl 

[0 0 3 7] PCll&Cte, 2^&C, PCDUIOO 
i:IEEE1 3 94i/iJ 2 0 0 fHI&^lSl'eig 

iffif & 1 3947* I J^^117 ifmt*>tVZ\ ^o 1 3 
9 47*'J^11 7CI1 Bf^fbSP, 

fbastt£fftfet«*fcnT*s«b-$\ BftHbsaxfeT 5 ^*^ 

3>^>^{±Bf^-fb^tlfem^**PC I/Ul o o 
^ I EEE 1 3 9 4i/'J7-lWU2 0 Oa, itIE 
EE1 3 9 4is>)T)VA3,2 0 0fr«bPC 1^1 00 
30 fCfeii<*;n&o £<7)J;-MC, 1 394^*^117 
(±, PCI 1 rt©a^ i ES;a.-;Uii 1 3 9 4f^Xi: 

[0 0 3 8] IEEE 1 3 94i/'J7;^2 

0 0_hCDDVCi 

CPU^i-;H 1 lT"V7h7i7f3-h*t 

s^wMS^Jifcot, \xw&Jiir So 

[0 0 3 9] *-T, DVC l.SfcCPU^ES^x— ;H 1 

1 £<Z>IB]-<?«ffiBSEfcfT^ Sotcnlf-^D^* h££ 

40 <7>ffi88£g3E& fc<hx.tf, 

[0 0 4 0] m{m^(D : r;U ztfH<n£o&^y7-y 

Dfi, 13 9 A^JU 1 1 rtOg-HMi^ES? 
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-(»7iJ9)\s^y^yvt3rt*®LX.&7)\47,T:&Z>-fc 

CO 0 4 1] ZCDWM&m^X, CPU^E^3.-;i/l 1 
lliDVCl 3t*-55feZ'ni,\ mmtZIXt^y'r 

yy<D^*mm-t&frsb(7)*-*£rt'f& 0 igSEgBtf 
CPU^a-;H 1 1 WcfeSfc*!), *-&M&Z>^ 

(i^a^^5t-r.g)fe^(7>rfig(iBf^-fb^^**, 1 3 

9 4/^2 0 0fe c fct>*PCI>' s ;^.l OO^LTDVC 

i z^cpu^v^.-^i 1 1 iz&zgzn&o 
[0 0 4 2] Dvcna ^isz^ziy^-yytem^- 

nt^ay'ryyizv§ J t§r{t£nfc$.£. 1 3 9 4^2 0 0 

*>J;t> - PCDUl OOfc/l-LTCPU^ji.-;!/! 1 
lOHS, CPU^a-iH 1 KD&W8V> (De-c 
i P h e r) 111 2 fi!gfiBCj;oTf#£^r-£<£o-C 
3>-?>y<7)fff#£fi?< 0 CPU^E^-;H 1 lGDlg 

& £ C t 5 A/C*& ho 

[0 0 4 3] ^^m^tlf^yy-yV\i.C PU^a 
-;H 1 lrtC7>y7h'j7x7'MPEG2T r 3-^ (D e 
coder) 1 1 1 3 ^C^oT^n- K2ft;fc^ ^ 
=EV 1 1 2i:VGAn>hD-7l 1 4&WM%£&AG 
P (AcceleratedGraphics Por 
t) £/M_,TVGAn> hP-^1 1 4tog£>;ft/CS£ 

[0 0 4 4] 3(7)ckO^ r^^^3>T>^&gie)S 

^^-;UP B 1&§oii$&f|g^ci.-;i/<h l 3 9 4t=sU 
j^T-ntf-^p^^ hltf^cD^yzjinyzyy&^L 

Z^ziy^yyom^it ■ m^t&m£fto z.tiz£ 

IEEE 1 3 94;U2 00fej:y : PCI;UlO 
OWE^tbtcfc^T^Bi-tfbl^co^W^-^ 
•5=^' y^-yytemmtZ: £. £3©it2 J; o 

[0 0 4 5] p c l i rtro^SSMi^rL- ;u«tc 

*3fcr-nL ntf-^RL 3tf-?U-) fea^5«k<©J 

[0046] ni2tcttx lai^^Atcaswsv^h 
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(il 3 9 ArAJXteHOy^— K^xT^yW^trfe 

"So 

[0 0 4 7] AuthenticatorA>K7lt 

ff^o MaiUfc^otc, i 394^'j*yyii7ttpc 

1 1 rt(7)#^^^rL-;i/i: 1 3 9 4 

io wtcssKt- p c 1 1 fyo^mm^v^-jvK. i 
3 9 ^)\4^tnm<rmm$&Tm%\\^w?\Yr?u 

«c, T^'J'r-S/ay^p^Aa^fcfcPC 1 1 F*J<7># 
fRfi^ES^-;!/*: 1 3 9 4 7=A^£:£EM^- 

[0 0 4 8] ei 3 jet*, *nj©gffi"^fflv^nsa8BEftt 

yy%i£iB^~ ; &ffl(7)"r; < \'( ^tfS ource Devi 
c e, giiWt&MCD-rsUXtfS ink Device 

20 

[00 4 9] Sink D e v i c e W\ fflJ&C& 
{£oT^[I]^>&ftto&^>^A^-Yb>;^- (N 
a) ££J#U BSESS:fcfc;HeK:-?-a>5>3*'A*--Vb>$> 
=£- (Na) ^ Source Device itZfgtt. 
■€-0T, Sink Deviceft 

[0 05 0] Source D e v i c e (i, !iL®c£{£ 
oT45iag&bsf^£^>^A^b (Nb) 
-ftL*, i!l*iCttl>fL«i:bTS i n 
30 k D e v i c e K:3Si% ^UT, Source Dev 
icelt SM!)«3nfeSH»«:fflorNb^«bB r fcfftft 

[0 0 5 1] ZICO^ Source Device (i, 
^^t-y (Bv) §Sink D e v i c e &Cj£ 
CKT^v-fe-S? (Bv) it. ®mmt. Na, Bri* 

[0 0 5 2] Sink Deviceli, ^ 
(Av) ^Source Devic e tCiH-ix. ^"V-fe 
(Av) {£, ii-gSili:, Nb, Ar^^ef^^tL 
40 fr&CDV&Z> 0 

[0 05 3] Source Deviceit Av^iE 

ifiwumM (Ak) &f^s 0 mmiz, sink 

Devices B v*«iELl^BIS8L, IEUTO(£ffi 
#7WES&7W*^&6fcfrj»rLT&aBi (Ak) 

[0 0 5 4] ^(7)^:, Source Devicett, 

ssaQR (Ak) x-m^itisfrnybu-jim (eKx) 

$:Sink Device ^CjH^) 0 Sink Devi 
50 cett, Bff^fbSnfc3>hP-;U«t (eKx) 
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CI (Ak) T-Bt*t-£#BSfcU nyVu-)\M (Kx) £ 

[00 5 5] ftfc\ EI 3 <7)BIBQai(Z)¥«(iife < * T— 
y » St *(7)tv W XA'St >fCIEU- *7vW .X"?r& 

[0056] $^£ft£^#;up>-x->y<7)}i 

[0 0 5 7] nbf-^, KHl^ntr-Brcon^^^ 

\£—aIFQ<D2ffl£P)ziy hn-ji*- 
*B»*-«)Bff#fL &WI*icffl«U ^{f{IJ 

&< chicly, =iy7'yya&B(D#'(i-$yV$fiJ 
y s>t KHfettc w-r & d t 

[0 0 5 8] OT, Z.<tiSSffim<DMti&&^mCD—M 
y£«3z:fca<^£SJ^#&*iI»rr& U^-v^S 1 

z. t &7=yw >^-??fen(i, jiff 

(eKcontrol#l) ftiUfiU 

(MtW MZ : £(D=i¥-T^ziy9-yymo)ny b n- 

J\s*- (eKcontrol#l) SrSWUlS 0*5^ 

1 0 2) „ n^-Wn>^>y£$e>£<h#-e£ 40 

> h p-;i,^-<7)jifi(if7*5ft&H\, 
[0 0 5 9] #:(C, i/^fAI DC^O'UT^ *<Z)M 

{u-tv-u x# i ecd^p tr-BTwn sa^it 
#T?ssa^&*jiiirr5 u^y^s i o 3) o sit 

x-e&tu^ mmmr/u z.fr<o&mffl 

hP-;b^F- (eKc o n t r o 1 #2) S 
^IfflfJ^A-f ^t±-€-«)3> KP— Jl/*— (eKcontr 50 
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o 1 # 2) ^mi> Ur>yyS 10 4). 1 ®0)» 

a^-^^yryy&m&ft^r'sUxizttLTte. l 

[00 60] ZLtl^&ziy hP-M- (eKcont 
rol#l. #2) fcmiSLfcJ^JCBff^bSftfcini/ 

HTeKcontrol#l, # 2 <7)B§^§-fb£#f^ K 
control#l, #2 rtWbtt£o 

[0061] z.(d& oizlx, #s{imtW -xmz^ 

^^A47,<DW&\Z^(»W>WiZ&^XWfiV>riy h 
d-;|/*-#8l3*i5. iHI(Z)*3tr-Br<Z)3> 

— BlP>5^>^fflC7)P> h P— ;b^r-CD<^^^tL-5Zl 
[0 0 6 2] ^TcDSffdiJ^^YX.hf^^iiEMS^T 

-rst uf >y^s i o 5) , wm&*>rc.-=iy7-yv 

(eKc on tent) i:, Bff^fbStlfc3>r-> 
^ (Encrypted contents) t£)\ 
ffM^^-rx^tb^rT^Sffffl'l^^-YXic^p-K^-v 
XhSHSnS Ur^^S10 6, S107).lt 
-fb^tLfeP^^^^y (Encrypted conte 

nts) o/sy^awctt, ptr-^nr, ini«)*3tr- 
«r, y-<7)^-rn^^^-rptf-p> h p-^ 
urn (cgms) tma>&&ti?^&o 

[0 0 6 3] &f%M<D&7 ! JW 2.1** Ptf~P> bU- 
Jl4m (CGMS) p>hP-;i/^-£fttfWc^H 

Siffl(^f^>f^i. mmkztiizayTyyK: 

^•*tl-5>Ptl°-P>SP-Mf$g (CGMS) iC^oT 

^yyam&lz%if&{sizay bu—Ji*— (Kcont 

rol) *mi-$Z>. *UT, ^(7)il^LfeP> hP- 

;^=3r-&ffl^^•g)^«^^Cc):o-c^ Hf^-fb^ttfen>^>^ 

(eKc on tent) WW^b&^U, Hfft 
^tlfeP^-r-^^ (Encrypted conten 
t s) <7)Bf^fb**P^1"Sfc«?)Gjn>-r>5/4r— (Kc 
o n t e n t) *^-T^> U'x^^'S 10 8). S^- 

t^Tttx *fJEEf S3>hD— ;b^=~ (Kcont ro 

i) tfM^(DT^(Dny9-yy(vm^<ibzm&1r2>z£ 

[0 0 6 4] ^(Dcfcofc, if.mmmc?:te, w8.om& 
&mmo>ziy7-yvir<bmf&izftz>^ v u-A&iitfi 



(10) 
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t- y yaffSSmSLlZttSggsSBM Zft<< \ xMJ -A zm&L 

[0 0 6 5] ZZ\T% mz.&MS(D£oi l C, -®<Dfrzi 

^-^(Dziyj-yvfrhte&m^iky-zrT. b v-i±A£ 
3\s-^I0)^y-r-yyfrib&&v&lr<by-7z b 'J -a 

[0 0 6 6] &&%itV7x b 'J-AA, BO)&W\ 

m^-f$>f-&(7)ffim£LX, ^yy-yomm^ws-t^y 
^yym%iliimtfM&)&&nT^z>o z.<Duyj-yym 
mmmtisXtt, mmLt^oiz^^-ziy ba-jim 
m. (cgms) &®M-r&z.k.ifi-e&&. 

[0 0 6 7] ^oWUh';-A^ ntf-^F 
nj\ l [Hico^rr tf- "TcoP^con yj-yv fcffi*.S-rA 
GrvWx#i) i\s](D^if-^J(Dny^y 
y& L < ten U -c03>5^>yco*£$x.§TV'\ 

i h u-aa, B3R#a>nff#ft; 20 

* h U - A B <7)Bf^fUPp|^=Sr-^W!t$ tl-5 3 i: iZ& 

[0 0 6 8] IMot, H7 (a) SC^^TOSJ: 
?&C, fA^#l«, Pt^-fb-^^h U-AA^ffg 
^b-y-^ S U-ABKn;^>W)«3i7W,l#;bo 
£B#^ *ti{C/CbTBf^-{b«?l^^-§:»J^tC^Si-^ 
C^CcfctK B^f-fb-b-^NU-AA, B^ft-?*UC*t 

-lis E7 (b) IC^ZtlZi^&olZ, ^UX#2 30 

«x fft^-fb-tT-^h >j-A>B(Dm j ^it*fmk-?&f~&)(D 

*r- T&H m^itVzfX b V -AA(C*fj£ 

■b"^ h 'J -A B tCo^-Ctt-tWBff^fbfe/fflft-r « c t 
[0 0 6 9] GgmMrAJ X&tt 

fe\zt^y^yv*-*W>mi* : £Z>z.ttfBm~e$>&(» 

its PC<7>**«b-r, 0fl*.K, "rV^frziyT-yyoM 
m/n^m^u— ^tezoy&mu v u n y tf^- ?m 

[0 0 7 0] ftiC, 08£#BBU-C (31 COP CI IK 



18 



h twm&zi y^-y v *tmc?& z. t (*t*$ &t k * 
mmmmtm^itmmzRimirtitezLyryyoym 

f*}# (Plain Contents) ;^IBc{£ffl£ 

[0071] zz\x\ *mmmx~te. * b v-vt 1 ^ 

■< XtCtt^liMSBB (Authenticator) CO 

[0 0 7 2] OT, nhf-^PT-^ IS<7)» 
3tr-^5=^^;U3>'T-> > y$:STB 1 2^«D^fIL/ 
tDVD-RAM'K5-f^l 1 6C0DVD — RAM^-r 1 

[007 3] 1. STB 1 2tDVD-RAMK7-f^ 
116 ^n-ftLCO^SEgP (Authnticator) 
12 1, 116 1 ^ot, Ztlib^/U xmCDmiE* 

STB 1 2M^«bmMHb^*lTaS6tlT3|iE«)3> h 
D— (eKcontrol) SDVD-RAMK 
1 6ffl9t?W&»*n>hD-;i/*- (Kc o 
n t r o 1 ) %£rt-tZ> 0 

[0 0 7 4] 2. STB 1 2frt>BfflH£tlt=.=iy7 L y 
V*- (ekcontent) im^^iXtzrrV^)^ 
3>T> 4 >i*lCDVD-RAMK7'f^l 1 6 tCjJ|tb 

[0075] 3. m^itztiti^iJZjiziyT-yyizte 
ntf-n>hP-Mf# (CGMS) tf^ititi^. 
4. DVD-RAMK7^^1 1 6liKc on t ro 1 
hCGMS 5:foTeKc o n t e n t^e>3>5^>^ 
^r— (K content) ^:^^"#"€)o eKconte 
n t«8#g*-T?<&5„ 

[0 0 7 6] 5. KcontentWftStlfcBlf' 

fbn>-7^>^ (Encrypted Content 
s) (i-tCDi^^-r-fTOTitCgSaStu *fJ^-T-6Kc 
o n t e n t l£ffl7L&m 9 CO «t O iZ± >J 9 -re^CO^-V V 

■jmmzEmzti&o ^fcCGMsro^t* "lmntr 
^tccico^-v^^^ciaii-rso z.<r>*?^v-f 

[0 0 7 7] 3tL«b^Jii(7)n>hn-;Wi-r^T 
CPU^E^rL-;n 1 i{CckoTfT*3ti-g> 0 i^K, Hi 
Ofc^j&LT, D V D — R AM^T'f 7(C§^^ tlfePf 
%\\Lnyj-yy (EncryptedContent 

s) fes^-rs^tootittwi-s. 
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[00 78] 1. DVD — RAM K^W ^1 1 6 t.MP 
EG 27=3-2*1 1 StCDffl-?. WMZftOo 

VS^itZtlfz^y hU-Jls*- (eKcont-rol) 
A ! DVD-RAMK7-f^l 1 6^>bMPEG2f3- 

#1 1 5izm<btL&o 

[007 9] 3. MP EG 25=a-^l 1 5|%7)Au t 
henticatorll51T'eKcontroli7) 
Bf^-fbfeJW^ Kcontrol 7Wift-S>. 
4. ^rit-nyf-yv (E n c r y p t e d Cont 10 

e n t s) trnmizm^itztif^y^yy*- (e k 

content) i:CGMS^DVD-RAMK7-f ^ 
1 1 6/)^MPEG2fa-^l 1 b-rs&hlX&o 
[0080] 5. MPEG2f3-^115(DAuth 
enticatorll51 t*Kc ontrolhCG 
MS^eKc o n t e n tCOBf^~ft^#Kc on t 
e n t Sr^ESc^-So 

[008 1] 6. MPEG2r3-^l 1 5rt©De- 
Cipherll52 CK content £jH£o 
7. De-Ci phe r 1 1 5 2&ziy'ryy3—l,Z£ 2D 
Vti&^itziyT-yv (Encrypted Conte 
n t s) OM^-it'kM^, ZCDayryyoyP lain 
Text *£M-?Z> a 

[0082] 8. MPEG2fn-ifll5ttPlai 
nTxe t $:f3- KUfcItCVGA3> h D-7 1 1 

xmcfflggMMRiCDA u thenticato rgB£|3: 

w\ m<b^xm=.mmtny^-yv^(D^t.tmth 
4*3 >r>'y^h v-Vtju ^.{csag-es 4 j; e> tc 

^R^stc&s. m j %immzixtLny"Tyvm s f=r 

Xtommzk^XZCDX h b-:^7vWX<7>fEfiF*3W 
[0 0 8 3] Z<D£5KmWkt<tirz7 s *?$)\,zi 

y9-yyj)<jm<7)mmz.imtstu *0m*Hum<Df=. 40 
<* tis 3 > tra - 2 §^ y ^aissBtft % « 

[0 0 8 4] 4fe\ ^SU-i^vW^iil/ 
■CDVD-RAMK7-f^P»ljfc^ DVD-R K 
■5-r^*> MOh7^y, HDD&i'tCiIfflUT^&lrV 
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(iPC(7)**«3"f. Wx.ffDVD^b-ti:D-VCR 

•TS3<!i/) ? -e$i>„ IEEE 1 3 94f;U^t 

b THIfi U T & cfc H 3 £ ttfc *> 5^-feS„ 
[0 0 8 5] fcjc, Hg^-fbUTfei2l$ti^)=i>^>^£7) 

t Mrs ztjuz kim* * t^or- z&mmsjj 
[0086] -rftt)*), cn*t-tt, ntr-^, -m 

jco^rsiWLfc^ z.oxtm&, ^^tctt, isms 
Wefts. Lf-tf^T. WtozLttfWfZftfc.wmcDziy 

[0 0 8 7] ^£T% *T-$1E&ffflt13&T'tts 
y -Af- 2 oy\y ^mzzxyy-y y <7>pW £^#1? 

7^>^^(b4SXh y-A<Z>4»^ 3.-' •fSMC.fcoT'f' 

[0088] aii ictt, ^-^emiiijs^ffi fen's 
[0 0 8 9] r^spj <h(itte^ff¥o*fe 

mzmw^ti^^m^m^t^o x h y-A^-^t** 

[0 0 9 0] 5=-^m^i/^A3 0 KiXhy-A7= 
-2(7)§B^M3 0 2 £*ti&fmicmt)'f&Jy27 
x-7.g|53 0 3 ilf, 

ifj <&flW8(±, H 1 2 Wcfc o tc^-W/t^r <y h (Ds\y 

^, HI1C0IEEE1 3 9 4i/U7;i/;U2 0 0 

^PCDUl OO^ifefeoTfecfco. 

[0 0 9 1] f-^teii/^rA4 0 1 h 'J-Af 
-*£SttJfcSgSF , 9fC&a. 0*IX.(^ 01WPC11 
(CJ3^T(i, t^^.-7-I 1 3, CPU^a-)H 1 
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1. &-5(r\(iMP EG 2^3-^1 1 S&HtfT-Zyi 
gS/^A4 0 HZ^-f&Z.thZ.teho £fz, "r-Z 
Mi>^-r-A4 0 1 (iPCCO*^^^ 0(7)1 3 9 45= 

v hWfi.X&r>X&^\ 

[0 0 9 2] f-^MIi/^rA4 0 1 IZ^mtC'r-ti 
SWft&^O^x-XgH 0 2 ttmzftozh >J- 

A5=-^MgP4 o 3 ^^ib^^a-g). -r^t>*>, 

A4 0 1(7)zl— tf^£J:oT^f^£*u^X7\£Jg 
[0 0 9 3] Jy$7x.-?,mtV7 hVnTCD 

tf^&S^iiti'cfc^tCUTt)^^. lit', r^fe^j ^ 20 

«x h -Ar- £ c^/^ *^«@afi^ro«iatc^ 

^^Atf#T«2;ft,;fe^<hc7){t^C J; o T ZOt 
[00 94] il 3(Clt Xh V-K(D)\>TV Y^v9 

£*i-C<^£o 30 
[0 0 9 5] Hl3(Cfc^-C«, T-${imS/Z.T&4 

o l^oc^^tg^^ro^^^n^^^^ 

— %)%*T-y h A, B, C, Dfr^Mf&ZtlXftV, #7= 

[0 0 9 6] ■5=-^MSiy^A4 0 1 OX h U-AfiJ 
PS^tCj;^, 5=-^MSi/7.^A4 0 1 JCil-g-tS 
I"3«FJ rtffij^j <7)7=-£ Cir — 2 A, 7=-£ 

C) fe'W^S^tU flfe(7>r-2 (7=— # B, t=-2 40 

D) JiMSIM^'b^^^^tl-So U-AfiJ 

A4 0 1 {CS^^tLT^S^X^AMtttffg^TO^ 

&X h 'J -AJH±tf fgi:c7)tt^^fT^tL^» U^ry 
2 0 1~S204) 0 -gfUT^-S4^{^ ^(7)X h U 
-A (y^y h) C0MS^fT*)tL Ut^;/S2 0 

5) , Ut^^^O 

6) , 50 
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[0 0 9 7] Lfc/i'ot, mA.lt, 01<7)MPEG25= 
n-yi 1 5(C5=-^5aS^X5 L A4 0 lO^h <J-A 

nyj-yv {fr-^A, b, c, d) o)<Px. ^.-if^ 
5ecd r#f?j £t-& rmgti (c-a-grT^T 1 -^ (7=-* 

A, t=-2C) £tt#7=3- KfccfctfS£2*U ftj(7)7= 
-5? (t^-^B. 2D) (Co^Tti^fT)^- Kfe 

7=-^B(7)i?^p a m^>+>^&*A 7=-* 

B <7)f?£»]flfi^;b£ t=- £ C *l£ d <h iZ & 

[0 0 9 8] cfcoTx 01 KnyxJ-LMtfLZfr^J 
>^^tt^^AtCjiffl-r^^<i:tCcfcUs >f(7)^ 

[0 0 9 9] 

[^co^i*] KLmwLfr&oiz, ^wmz&tuz, 

^^fg^^^-;b^*i^ntcBf^-{t,Ma(7)7c^(7)^M 
m*m-yz>z\b.[z&v, mm^y=L-)im^mm-t^A 
^izmn^^^jvziyT-yv^mt. mm=e^^. 

-jbM&x*(D^i?$)iayryy(Dm&%$m&<$&l 

mmcDrnm^mm 

im i ] *mw(v-mmtmiz&z> a y tf rL- ^ s/x^ 

A(7)S/X-7^A^^&^-r^*P 2 0o 
[H2] il(7)^fAlcM4V7h^i7i:A-K 

CHI 3] ElCOS/^-r-A-effl^ibtLSaBSSEfe.fctf* 
-3£&<7)-0iJ£^-riIIo 

[04] pusB^B^i/^A-efieffl^nsssEMo) 
^^j^j^-^j^^-r^o-^^- ho 
[05] mmmmcDyx^^zmm^n^^^j^ 

y^yV(DX h U-A«fi5cC7)— 0i|fcjjrri2. 
[06] IsmfiBKffiW^-r-AtCiaffl^nsW^;^ 
vTyvtoiVTv h^y ^zay^-yvm^m^^HM 

[07] PI^SBKffiws/^AKjgfflsns^^^l/n 

[08] RIUe^llOS/^-rAtcKWibtlfc^ h V-V 

[09] pms©gJ»7)S/^7-A{cia:t't«5)tife^hL/-y 

^i>rxtcfit-ts*-(7)aas*s;feattwrs3fe«?><7)ia. 

[010] [^ll^fliwsyx^Atciaij-'itifcX h v- 
^jUMzim^tiX^^y^yy^W^Mi^Wt 

0j-rsfc«?)(7)0 o 
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[mil] m^.mm(Di/x7-Mzmm^nh7 : -^ 

[012] 01 Ifftf-ZlijmmiSfclZWSZix&Ts 
h 'J— kfr— % (T>W^(D—m £ ffct 0„ 

[013] 011 *ea&fM8#S:»c «»: z>t- m\ 
[014] 01 icD'r-^^m^m.-nmamM^m^ 
[015] isicm^it/m^mmm 

1 1— )\—V-T)\y-^y\i=L—9 (PC) 
■kv b YvJtfvtT* (STB) 



1 2- 
1 3- 

VC) 

1 A—mZfrYZttii-kv hU3-^ (D 
1 1 1— CPU^a.— ;i/ 
1 1 



-VCR) 



10 
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1 1 3 
1 1 4 
1 1 5 
1 1 6 
1 1 7 

12 1 
1 2 2 
1 3 1 

13 2 

14 1 
14 2 
1111 

112 
1 3 1 
13 2 
1 5 1 
1 5 2 
1 6 1 



•VGA3>hD-7 
•MPEG 2rrzi — & 
•DVD — RAM Y^yA~f 
•1 3 SA-J^vV 

•SolBEcrP (Authent i cator) 
■Wr#fb • «*3-fb« (D e -/C i p h e r) 
HliEg& (Authent i cator) 
flff^fbSU (Cipher) 
fSiEpft (Authent i cator) 
flfr^fb • (D e -/C i p h e r) 



(Authent i cator) 



•tt^Hbnfl (De-cipher) 



.K2 



(Authent i cator) 
-BM-ftlBP (C-ipher) 
•SSSEpP (Authent icator) 
•«#*bW (De-cipher) 
•USEgE (Authent icator) 



[03] 



Sink Device (a) 



Source Device (b) 
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